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Penetration Testing NDA




Mutual Non-Disclosure Agreement (NDA)
Penetration Testing Engagement

1. Parties

This Agreement is between CyberOps (Service Provider) and the Client.
Client Name:
Effective Date:

2. Purpose

To enable secure exchange of confidential information for penetration testing and security
assessment services.

3. Confidential Information

Includes systems, networks, credentials, vulnerabilities, reports, and any sensitive business
data.

4. Obligations

Information will be used only for the engagement, protected securely, and not disclosed
without consent.

5. Testing Authorization
The Client authorizes CyberOps to perform security testing on approved systems.
6. Scope

Domains/IPs:
Systems:
Environment: Production / Staging

7. Data Handling

CyberOps will minimize access to sensitive data, securely store findings, and report critical
risks immediately.

8. Reporting

Findings will be shared only with authorized personnel and not disclosed publicly without
approval.

9. Term
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This agreement remains valid during the engagement and up to 90 days after completion.

10. Governing Law

This Agreement shall be governed by applicable jurisdiction laws agreed by both parties.

Client Representative CyberOps Representative
Name: Name: Dennis Kimani
Signature: Signature: Dennis Kimani
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